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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a secure 
public key infrastructure. 

SOLUTION: A server 42 receives an identification 
name(DN) of a client 40 and searches a directory for 
identification information and an access control right. 
The client 40 receives a DN of the server 42, uses 
directory service and decides the server's 42 identity. 
Identity decision is performed based on specifying the 
directory service. Some directory service issues 
identities (DN) of the server 42 and the client 40, and 
the 'home' directory service is specified. Directory 
services mutually communicate and mutually offer a 
list of electronic identities. With this, the client 40 or 
the server 42 verifies the identity of a communicator 
based on a trusted 'home' directory service. Public 
key certificates, a certificate cancel list, an undecided 
certificate request and a certificate authority policy 
or the other are stored in a directory server. 
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1 

ffriB n > t* ^ - :}d I ^ r . fu IB r'zy ^ ;HiEHJ#CD^tf 

So 

[if5}c:^4] fylB^g^^^J^f--:;:?*^^. ^^-Yr>hcD 

[if^:B6 ] BtriB::i>f:=^-:^tif^-< h U 
mriBT^-fe:^^JS§iMfJ^®fl|-r^laiB;^r--:':7-is, 

mff BT ^ -fe ;^»*i»J ^ctcf r (D*^ ^ 5 T > h t^^^SuIB 
ts^. ff*:S2^cfBig©:fi'So 

[ff;^^7 ] tuia^7^-rr> htituiBy h^/r 
t?. if^^5^cfBtg(D:Sri£o 

^ r > h c!: > f :z - a? <b cDPhI ^cMM ^rM^-T h 
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10 Wmi^^^'^'hT.y-vy't. 

Mi B T ^ -iz X^JIi^IMlJ ^ffrlB ^ ^ ^ T > h i CDiim-tz 

[if^Ji 1 0 ] lulB^gx^J^'r y^t'fV^yx^m.mm 
^^\:^X^y^riyy^—mxLW&^^:^'rvy'^^ 

[ff^JBll] Wm^WL^:^Tyy'{t. ^"y^T^h 

^^WL^ -^^T-j y^^^t^. ft 9 mmsr>lim. 

mimA 2] ff[iB:3>b*;x-^^SrtgPf^-^-<-;:?. 
iEB>g 5> ffliJ<DH^^cDSISM?J^^fu IBP^gPr^- ^ - X 

m^^:^'rvy'^^ts. m^mi 0 ^ciatgcDT^ffio 
[fi#^l 3] Sf(fB::J>fz>.-^?^i7^'r h y 

tyiBr^iz;^$iJfflJMMfJ^iifflT^mjiB;^'r-> r^lj. 
SulBT ^ -fe J^ce^ o r (D^ ^ ^ T > h /^^prlB 

f"^ h y^T^-fe:^rt5J:^^c-r^;^T--;':7*;5:^ 

>^mmmm^^mr^m%^:^Tvy'u. mtzr^'exnw 
[ft*:® 15] fui3^^-fT> hccKauff-s. mm 

cofi^^c K-r ^ ttfg^ T -fe X T S X r :7'^ ^ 6 k:^ 
t^. if*3i9R:fBtg<D:^ffi» 
[ff^;^l 6] ^lcD7-^XT'-^>3>^cfct:t^^ 

^ T > h i 31 > fc- ^? i ^DrHi^cs^/j:iim^s«-r 

^i>J^j:< l-:>^>t=tT'5mfiB^^'fT> h/^^^60y ^x 
:^h^^m^:^7~yy'^^^. tuiay ^x;5; htimf IB ^ 
^-fr^ h^1^^-r€>ii>?'cc< io<DT^i;^^;HEBjs 
5 6^. 

y^^nts:'):^7~vy't. 
50 T> FCC^^tgn-^, fulB^^-YT^ hiCDilft-fe-:;^/ 
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[fi^^iT] fuia^-^-rT> ^^craaL.f#^. mm 
t^. m-^m 1 6 ^cis*g©*iSn 

[if 1 8 ] tulBfiriaJ^SIiJ^ ^ 5 >r T > h i CDilff 
/M/T^^xr^lf-l^ h--CDT^7-feX^g^U. Syiar^-fe 20 

ffliiilJJfcS^ o r ^7 ^ T > h ^5|iflB»? y-y* h 

[if^:^2 2] m)iB^7-^-rr> hccwauff^. mm 
(om^t^m-r ^mmi^cT^~^::^'t^>^ryy'^^^^c^ 

, fS^^ 1 6 tClBtgOT^iSc 
s.:^h^^m^:^'r>yy'^'S^. iyf B y ^ x h tSfu IB 

X»*iaiJ^fuiB^ 2©r2>h:*^-^ ^t^^T ^ 
t^. if5}tm2 StciBtgcDTS-ffio 

[ff5j?S2 5] MiBi75^^T> h©#7c^=^iiE'r^C 

<tcDr'^^-y--/^'<^: orKif^-r^/c2i^>coii2or3>t':=c. 
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4 

h€:/M'TtyfBmi^7:)::i>t:':x-d7CctS5@^-r 
::7*^§6^c^tf, ft 2 3 ^cf BtgOT^iS . 

(Dm^(fcmr^^m^cT^'^:^r^>^r'vy'^$ ecc^ 
t?. if:^3i2 3 tciB*ga:):&fe 
[ft*:a2 7] m^z^mi>:^-r^:^y'^t. r'z^^jmm 

ts. f»5R:®2 3tciafg©:77& 
[i»*^2 8] mm^mi>:^Tyy'lt. ^^-YT>h 

^^m^ T^^^^j y-^-^^. nMm. 2 3 \tMwso-n'A. 

[ff*^2 9] friiBl^l 03>t:-A-^fcJ:0'SufBII 
2(Dn>t*jx-:^^3:F^5|5x-i^--^:-X^^^. mTlB^^^ 

^(D<&ig^;&^miBp*gSi5 ^ - pfg ^ciBtt ^ nri ^ ^ 

^t?. if^Xi2 3^c:IB*B<D7?iSo 
[f»*:53 0] tulBri^f^z-^^^-r^f h y^^ 
ftfiBr^42;^^MaJSiiy^®ffiT^itriB;^r'*:'::^l^. 

lt*]I2 4te:iBtgcD:^fe 
[ft5}<3i3 1 ] fuia^^'rr> h&^fuiay 

>^tll®l^i|iJ^iaffl'r^miiB>^T'';' ffrlBT ^^-fex^ij 

@i*i|ijtcef or ^ ^ T> h :^^iiriB'i? ^ :7^-y--^^ h 

^tf. 11^:^2 4 ^C|BtgCD:^ffio 
[ft*^3 2] fffiBi^^^T> htcMiSOff^. {fH 
CDfi^tc K-r i> fffg T ^7 -fe X -r ^ ;^ $ 
tp. ii3jcxi2 7^fBtgO:^& 

[if5jc^3 3] 111 cO'7-^XT*->'3>tCfct:f^i7 

^C. ^^-/T> htD'7-;5^^f'->'3>:^^^e>SuiB:3>t;* 
^-^^C7=-r h yif-b'X^C>E^-r6y ^XX h^riH 

> ^ r > h ^o^striB > t* ^ - ^^ J: risti $ ti ^ j;?^ 

T ^ "tr X $fjai^|JJ * T ^ ;^ :7* i . 

fJIB T ^ -fe X$rj®^iIlJ ^tll IB ^ ^ T > h i COilft-fe 

[fi^:^3 4] miE^^^r>hffcmmon^. mm 
(Dm^ccm'r^im^(^cr^-^xt^:^r'^:^y'^:^ 



5 

[It*li3 5] ffi^a:)n>f^-^3??:^tf^>^:; h^- 

[fS^^s 7] ^^-Yr> hO'j^x;^ hccMurfi 
$n-i>^T^^I^c^-r^ y^-xx F-CS)^. lf3R3l3 

sgS^il D T ^ ^ T > h ^— :&^C1$^T ^ >^ 
^tf. ff3jc]13 S^cIBMcDTtSo 
[lt3R]54 1 ] luiBi^r-S^^T-*:; ^"y^Tly 

^^mwr^:^-Tyy'^^t!^. fft*^3 5tCiBigCD75' 

So 

[iS3}t^4 2 ] tyiB^lCD=i>t*^-^CDT'^ h 
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tci^l^C^:^y^^nt^:'?:^r^yy'^^tSf. m^mSBi^ 
IBfgCD^fto 

[ff*3i4 3] mMT^^:^mmmwi^mmLr. m 

iBTi7-feX»JIIijCcSeorcr)<^i7^>rr> h^O^tulB-r 
^ Ui7 h V^CTi^'^::^x^^j;:'?^cir^:^-ryy^^$h 

[fi^:S4 4] fuiB^^-rT> h^^BulBU ^^x;^ 

h i r SJjfP^tf J^cC ^ C i :^5T' ^ ^ J: -5 -r ^ X 
[ft*^4 5 ] HI ©'7-^;?!.7^-i^3>^c^bH:f^^ 

^Xf-^:^ :7*;5:#^, mrfB^^-YT>by&^*E)0|rfiBy >7X 
mflBy ^x;^; i^^j^ tJiB^^-l'T>h^5f^Ccfi|^^ 

X hocKa-r-sttfg^ca-iiJt^-cy ^x;;^ hocee^y^cis^o 
t^'^^^m.-r^^'ryy't. 

So 

> h i CDiim-fe y a V^cS^-T ^ X -r $ 6 R:^ 

[ff*3S4 7] mrlBy ^xx h^S^^^'T>htD^iili 

[if ^^4 8 ] |?iB::i>f^-:$?^ii^gPT^-^-<-X 
f5iB=^iiE-r'S;^^';;:7*iS. #^^n/ciiEBJt-'S 
ffliJCDK^^^^D^Ig^i^^fuf BrtgPx - ^ -^^ X JClBtt $ 
40 nxi.^ht-^^^t'^^m%'thfc^^c^:^y ^^'ilt^"?::^ 

im^m^ 9 ] mn^^>t:^-^uy'^ h y^^ 

flrriaT^'-fex$fJ®^girj^®ffl-r^SulB;^'riv:7lJ, 
Buiar ^ -fe ;^$fjaiJiiJj^^ oTcD^d7-^^r>h ^i^^Suf B 

50 ;^fa@i^ilfJ^aforcD^^^'Yr> h:;^5mrf3»i?:*^::^t^-r 



7 

[If*^5 1] miiB^-7^r> hJcMauffS. ftsi 

•=e>>^-;u^^^, tJiSU^xxhti. MIB^-^-fr^ 

^157^-^ Ui^ h yit-z^'^e^^— it— >'^':^5y 
:^HCc. ^^^c< <b^> l'^cDr^t^^;l'iE0JS:feJ:y^''€-(Dy 

•o. r^^ Ixi^ h yit-h:'j:^:^5ttiiB^^^T> h^cflftS 

[lf*:iR5 3 ] lulB-r-f h y 
^i. tSriBTi^-fer;^tW^|iJ^mriB^'^-Yr>hi(Z)aft 
^ -J 1^3.1^ tcii^-r ^ J: ^ t&f^FFtgr ^ ^ . ttim. 5 2 
^ciBigcD^g. 

[0 00 1 ] 

r'0:3L-if ri > t' :x ^ 5^»:> e tsfg^ /ct^ -y*- b 
^^^T^^ u^;? h y-y--e;:^tc<fcoT<&giM'i'>:7^;?; 

[0 0 0 2 ] 

^?^cCMmi^::=^ A ^ W^^MI^ b < r Aj: e> J^cC c ^ c i 

[0003] ^ffi^^CD:?^ h »7 - ^ _hT'il(i 5 n -g) ^ 
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[0 004] ^-^m(Dmm^^ts&tW(DB§^i^^(D 

20 [0 0 0 5] ^ii^Bt-^*^^c:ioo^r^^. mm^tifcm 

^(om^ffjy^&i^^^T^. y^xh (Rivest) mem 
n^nfc^m^pm^m4 . 405. 829 -^^mm^ 

^jm^^^yj^^m^^r^^mmt^m^ms, 21 

4. 7 0 2#4>^fc#M$n:^ci^ 

[0 0 0 6 ] !st^<D^jkmmm^y^A^t. mi^mm^Hcm - 
[0 0 0 7 ] :i^mm^hiom^^ mmm:<Dmmm 

if- fc';:^ €:^-r ^ C i cfc TTJX'-lf ;&5Sl^tCS:^^ 

^i-^^^-r^c B^s<D^-^>^^^D^-^^yT--^^^i#t-r 

50 [0 00 8] M^W^^W^e^X.^^. tftSffeCD^ 
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[0 0 0 9] com^&mmmu.. mn<Dmm^i^'r^ 

[0010] Ti7'feX^i:^^:#7ntcj;SDr^^e)n^*^^:t 

[00 11] c<Dmm<ommm'mmm^m^\^. 

(DN) ^^#T^c 1f->'^l^C(D^^-YT> hCDDN 
[0012] XL<0^m<Dm<DWm^C''^^\t.. ^"y^riy 
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mx&K^m^o ^--^m. -r^ h yit-t^xiur 

miEi6^z^Ti^'^:^mc^U'r^tc^x^^^ 

■r-scij&^'-c^^o 1^-^^l^^tz:>m. ^^^r^v^^cj^ 
-:>xm^^rifcim,<D'?%r^x^fcu—m^M'r-^\ 

[0013] wi^mt^mmm^c^^^xit. mm^oMit 
m-r^cti^c^-oxm^sn^o 

[0014] m^^t^^M0UC^l>XU. •y--^^13:^7^ 

>fr>h<Dmsxi^ (DN) ^SB^-^r. -eoft. -eofit 
^(Dri>7"^x h^cM-r5illi?iJtffEfc<tCXT^-fe;^fiJ{aj 

30 ±(DffecD7^-r h y-y--t'xiKaLri!iff-r^ci 
■r^r ^ h yi^-t-x^cT^-fexr^g-tiK. 

[0015] ^'y-^r>hk^-V'-^'«DDN^^mK}. ^ 

-t^hCtt^X^h. ^'y-iri^'VU. ^hti^<0^^\y^ 
40 h y1^''t:'X^^£fflL/r1?--^^'CD#JC^*fJS■r'^ (^^ 

^•^-^'^(D^'y '<riyhthxmi'^'t^CLi)^X^ 

^■T'Sr'-/ h y-t^-trx^if^^-r-sc ij&^-c^n 

[0016] \.^^ti<o^^ch. Mjv(Dmm^. u 
^ h yif-t'x^Mlj3[J-r^c<h:^^r'^^ii^^*^^s 

50 7C (DN) €:^tf$n-5>©T% ^n6^Sii>^^< 
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CO r;j^-Aj r ^ h y1^-tr::^^^tf^T^c^:0^r 
[0017] ^^H^CDCO^JS^W^cHSS^^a:. OT^O^ 

lEHJSS^mLU;^ h^<tIET'5Ci^>r^^o fife 

[0018] c(ommcnh^xi^^(Dmmt.. mi'i 

[0 0 19] 

®HcDr^- ^mmt^:^ T- A i brffiffl-r 6 c i 4> pj 
[0 020] ccD^Bj^K^urffiffl^nf^^M^e^^cC 
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a-fex^3:. ccriSi7 5-fT> h if^^nSo 
[0 0 2 1 ] ^-^-^^y'u-^zPi} h^fc. V V v-^ 

10 "^wmz^-t^. ccri^ifw^'i 

-So 

[0 0 2 2] ccr-^ffl^n^ig^. r^^^jraftj i 

^rtSe^CC, Sf^U<^3:. :7"^>T/>^>'-. j^v'e-V'CD 
20 [0 0 2 3 ] rHi^rj^j (DN) »SL<^^^^cC 

[0 024] raff h J iti. ^v^r^^v 

[0 0 2 5 ] so^m ^#MUr. ccD0^i. n-:^?;!/ 

jlx^vr^^y hy-i^ (LAN) . ■r^c::b^LAN 1 :fd 
ctO'LAN 1 3t^. m^(Dm^(D^xm^^ tlfci>(DX 

tclK mm(Omm(D^X\ LAN Hit^-V-^-^v h8 0 
2. 3 I 0--<--:^T:^v hy-^X$)^n^. m^<D 
'7'ah:^J\^^^LAN l±xmf^tl^:^K Ctl{t. TC 
P/I P:teJ:^'NETB I OS^^^^o ^^<CD^*P 
h:=i)lt^LAN l±.Xm7'^mx$^^i)\ 

[0 0 2 6 ] ^l^^-Tct^^C, LAN 1 t3:^^-fT> 
h<bLr<D^Ki{^-r^PCM::J>fc:'^-^2^^t^. C 

nmct^kt. Window s95 {mmu) ^mm 

50 L/cy-^X7^->-a>r'^^o CCDffe^C4>LAN Hi 
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mmU) RS 6 0 0 0r*)6o IBM RS6 0 0 0 
[0 0 2 7 ] LAN H*S/c. ^ ^ri > -^1?-->'^' 

[0 0 2 8 ] LAN 1 mct^lt. ^"yV ^ y P 

cntj. i/yn> • ^ v^T. {mw^W) • 20 

n — aHU — >'3>(Silicon Graphics 
(^iifSg) Corporat ion) K:J:-orM3t 

cfc ?>V t /cti CAD Sm^*^f -r ^ C i pJtgr ^ 
BM PC^1SfflO/c7-^XT'-i/3>r'^-:?T. i^:^ 

g^cjj;;DTLANncS^§n?#^. ^fjfflpft^^^c^S^© 

[0 0 2 9 ] CCD^PgcDf'-r b U1f'-tr;=;<hCDS:^ 30 

^ccSfiti. ^(^cDLAN i±'c©<^^tf?:ct?n'i>^^:trii 

;^c<. LAN 1 3±r^i$/ctf^j:t>n^c LAN134> 
^/c. -Y>^-^>-:' hilMCD/cabCDTCP/ I P^^ti^ 

[0 0 3 0 ] LAN 3 tS. /cix.^^. 

H 2 2^/M>r, 1 6 4dj:c>'i 8*/M^r 

M^'r«-^<SM-r-2)Ci7^^*trt^. ^l/-^ 1 6. 18 
ti. 2 J^±COL A NCD/c a?) tCi&{^-r^ii^^>4>^o 
^1 6:}dJ:t>'l 8tJ/cix.t^. v-^^n (^li^S) • ^ 
-?J<U-->3> (C i SCO (^li^^) C o r p o 
ration ) ^ J: •^rrfiM$nri>^;u-:$?r'^ o 

[0 0 3 1] h;^7- Ky-^'2 O^Mi:^'^ r?' h 
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^'ZOmct^iit. V i s a;^- F ';-"^^-e**:)f#^o 

[0 0 3 2 ] LAN 1 3^^. ^ ^ -^T^ h ^1^-^^ I 2 
^■mts^ cn[tfct^[t. R I SC^y-^X-r-->'3 
>-e^-S. SUNv-f tJ^D^'^^-rAXSPARC-C^o 
r^i;t^c LAN13^S^/c. ^'y^r>hv-^:^f^ 

n-^^'U-S/H^ (Apple Corp 
oration ) j: -:prM3^2n/cM a c (l^if^rS 
m) I I'CfeoTfeJ:l^ DEC (^iiffitf) V-^ 

/cL AN 1 3tc^Sn^o •7-^:;^r*->'3> 1 0. 1 
2^i:ai4{t. LANtcM^^nf^^j^-^Xr- 

[0 0 3 3] LAN l^<kZ^l 3{t>(>^-^^v h22 

[ 0 0 3 4 ] S 2 . C ©^HjCDW^OHifi^tCfie-^ 

h y h 4 0 i-y-->'^'4 2 iOPaT 

-Cilft § f"- ^ ^M^e^tc^T-r- ^ a -01?^ 

h y tf->'^'4 4. S^?^ilff ^=I;t/rI>^^<-^^ 
>h46. -r-r h y r^7-fexn>7^•-;^> h 4 8. 

^^g4 2F^^cSli-r€>. ±tciBigL//cJ:5^c. -r^ U 

>7 h y i7^^-r> h 4 oti. •t^>-y^'4 2;^?^e>tffRS>^c^s 
h ytffs^j^Lri^^o f^-f h y^o^><z)t^. 
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h Ut^'"^^^4 4^3:. ffeO-r U ^ h U1^- 
>h40^cM#^3Hfr'E>ori3:^c<. Pni^-tf^s^-r ^ 

7"4^X htC^Sl^Tt^. U:?? h y1^-/^'4 4^^SlJCD■r 
[0 03 5] ^^fcj:ilft:7*n b:3;Un>4<-^>> h4 6 

^^^'TV h4 0i1^-"/>'4 2 iCDrHloaft^CJtUT. 

^^^^r> h4 0:^?^g3}^^n/cfffR€f#^O^C+^ 

[0 03 6 ] 1f-^^'4 ZCOt'-/ F yTi5^-te:^::3>^' 
n>;i<"^.>h4 8^/M'T. >7^H^T> h4O:;0^'iCD 

[0 0 3 7 ] Sbmc:foc^r. 7.'rvv'2B.\^V^-oX. V 

[ 0 0 3 8 ] ^3:feJ:E>'^4^^. ^TjiMmy'^ b Jl^ 
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mmt^cm^LX. ^7^^^T>h 6 0;05g#^#S-r^J: 

[0 0 3 9 ] 04^i. iccustcraaurgaB^L'/c, ^ 

S6 4CD— ^r-^-So v'iy^JVmmm^t. X. 5 0 9*1 

mj:y ^-^i^h^^^^n^o mmm^t. tct^^t. as 

i^^^m'&t^mn^y •i-)i^v^^t^. ^'yv>:^^vy 

30 -r^o uAL^cmmiyfcy -i -)VY^^mi^x. ii4^c. 
X. comMtmmoxmm^tin^. -riy^^i^mmm 

[0 04 0 ] ll^'B2^#Mbr. 7.'rvy'2h^C4l'o 

^)y'^^-<,-:;^i^^'oxmm^rihtf^^'?f)^^^:^"j ^ 
■r-So Ltct^^x. 4>b7' -Y h y ^^-fr> h4 0 
4 tci^^■r i ^ 3? )vmMm<Dmx ^ ^ r > h 

#7uttfR^3Mft-r^i#^. 1^-y^*4 2^^^cD•ri;^^;^i^E 
iSSI^SSiS-rSo 1f-^^'4 2^^SWc. 7">^^;HIH^» 

^^:t:y{7i^x. mnm<om^ti^m^^<om&t^mt 

h y ^-^-<^;:^ 5 0 7&5^CDiiEHJ«cog^^^cK-r'5tt 
L\t.xnU\.K CCD^'yUm^TXU. V--^^4 2iit^ 

50 ^tcMilLr. T^J:Of^»C|F^B§-r^o 



(10) 

17 

[0 04 1] ^'y'{T>h(Dm7Z^^~MMM^ti^t. 
jg^-^^r^-te;?;$fJfflj^»J^iI-ro ctKfCfX^x. mm 

>h40iT^-Y h yt^->'>'4 2 icDPa^iHt^Tj^T 
[ 0 0 4 3 ] 12 5 ^5:. CCD^^jCD^ll^W^cHife^JtcSe-o 

^"y^ryY^—mcm^ir^mw]^ (dn) ?rit«-r 

(7 0) 0 ^ODt*. 1f-/^^;&^^C7)iij?^J^DN^§^^ 
(7 2) „ 

[0 04 4] ^Uv ^1 A^CjT.^tx^X'y^c. 

5^T>hcb^cS. b/c/^j^-^r. 'i7:t:/i^-Y hc7)r2>'r 
N (S/ctif^e^j^ciSSfJ^) Hc>:tLrj^ 
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[0 04 5] :f\2^:^ ^1 AOmmi^Odl^r^'y^Tyh 

[0 04 6 ] CCD-^mc^^^t. /cix.^^. Vi s a 
V i s ^(D-T-i \yP h y 1f->'^'^alDT^ x ^ $tlf# 

-5^^-rr> ^©ftfli#t:t^ce^-:>r^f^:c:bn^#^o vi 
4oi^rttfE^S5}cor ^ M{^^:fe5^ c>'{isrj© ^ -7 r 

ry:^.':/^^ h'h^fcmmtrC^ V i s ar-< h 
y1;^-/^'CC>[tLT^C0■r>^^^>'^iE?g*^^^tLT. Vi 
s ar-r h y-y*-^^'7;)5^CD*i? ^ h7J>5/c<h;itf 

^ y - ^ iim ^ fcuism^ i > t* x h cc :te 

[0 04 7] mb 0:/P 7 8 &c^x.«. M^J^cT ^ 
:^n^ct\ittj:i\ C(Dy'u^:^{t. fi^cDSJ^c^fflM 

[ 0 0 4 8 ] ^ 6 fccfc t>'0 7 . m^mtj:msmm-^m 

t(Cm^'r6W}i'^(Dzy-^>:^^7ri-ryu-^^- hX^ 
Sn-Sy'-^^tSv /cix.tf04tc*§ti^cfc?>?5:-ri>^ 

mmmx^y^-^-^^oMitt^^t^. mei^jzami^c 

S2 ^TF^n^-r^ h yif-/^'4 2 l^tc^^$ 
[0 04 9 ] ^8^3:. ^ijTFBtl^'cC t^lE-r -^J^^ y:7" 3? 



CH) 
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[0 0 5 0 ] H 9 ^CT^-r ct^^c. M^(Dn>7^^;^ h-r 

Th t t p J r&Of#^c Ep^-;l^CD^^-f T> hT^J^E 
y-;i/a:)lf-/^'chiiftL'ri^^ii-&tcti, y'u h::iMt 

[0 0 5 1 ] SO'S6*#MLT. :/P ^> ^ 8 0 CCfcCi 

rmm^MLx^'i^^^jvmmm^miLtcm^. fct^ 

V i s aCr)<&lia^CDT^-fe;^?:W-r^5&^^^^^^^fl^ 

[0052] y'tiy^so ifcm^^^^ifcm^i^^x. m 

[0053] r'^u^h y-^f-^^'^5|^^oi^E?g#^^f^ 
L/cfi^. a7cr):/p ^8 4cc:b-i>r. wt^comm^ 

hm^n^t. Ti;7-fe:^E-jfgs^n-5„ so 
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[0054] yuv^Bo t^c^ii h^^^cmmvxmm 

Cc^To S 1 OCc^$n^<l:^tc. iEe§S%tf^cD«^* 
l-X. mEr'-<y^^'Jy*^(D^'7^T>h(DM7V^<}:Z^^ 

^^f^coM7tmm^^m-r^ct(^cj:-:,xmm^ti^. m 

1 OCCTj^-Tcfc^te:, =^iE:7*P-fe;^ts. ^tT^©<aia^:fo 
otc^rf"-^?it3S^^^>fi'T^:ct?^>^'7>^cD r#^^T^ 

fciit. r^-^:^mmmwi^^'^-'^^ti^^x. m^^m 
coi^^irtit^xh^o ^uhtixi^ fj:i.>m^(Dmm^i¥'^'r 
^^^mn-r r ^ -fe x ^jtai^aij ftn^ ^t^^^f^^. 

x\%. T^-feXpjtg^cC$ijaiy X h^MJi. soenri/^^c 
[0 0 5 5] s^o'ia 6 ^mm.XyX. i> ommmcomy^ 

[0 0 5 6] ai 1 ^i. mQ<0':fXJv 6CC:JoC:f5^ 

X. ^>>^)\^mmm^^'oxm^^tifcm^'^ntciy- 
'iymo:>^mmxmEx # ^ <. 

[0 0 5 7 ] :;jv:^c. m^<Dyxiv ^ % siiC^x^^x. ^(o 
ti^. ^{^^(om^-^^mx^^ox^nu. mi^cffs-rj^ 

[0058] ::=^P':^^88 ifCisli^^:^. v i^l^^-z>Xm 
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[0 0 5 9 ] ^12^*, me<D-:fUy ^9 O^cm^ti^ 

-rtffs^. 7^-/ h yit-t'xi^jcfBitbr^>j:i^o 30 

y^-f h y-t^-b^Xp^^CiStt^n/c^Ox-^^S:. IE 

[ 0 0 6 0 ]SD^'S6^#Mi^r. -^uv ^QOi^^vy 

'^^^:^v ^m'jUt>ti^ {9 2) . ^Xiy ^92^C^ 
[ 0 0 6 2 } ^ 1 3 tS. m QCOzfU 4 omM^i^ 
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•feXM®*gIfJ©-^«^Ill 4^C.W= T^-feX$fJSJ«IfJ 
(omt. T^-r h yif-fc'Xr^-^-<-xrttc^S^ 

^c. fScDf'-f h yi^-->'^'rt^ciBtt$nrt^'ST^5'-fe 
x$ijffliSiliJ?:*fJfflr # ^ct ^> iD^'S^r ^ 5 J: ^ 

K^'^^hritcmm±o:>mmmm^cm'^i>xm^r^ct 
M^tcfci^TEi. V i s Rf)m^<Dmm^^<^i^^- f 

i i7 ^ T > h <Dmmmt-^-^^<DM.mm t ^mm-r ^ 

[0 0 6 3 ] m 4CCif^-rJ:^^C. ACL^iSiJ^S. /ci 

o wh a t J :7 — ;l/K^^t^. 'ri^^;Uv'-^>X 
r^-S. ACL^|fJ^^S5^c. rto whatj:?^- 
;bKfcHaT-i). /ci;^tf^^r^-^-f^r KUX^L< 
h;^- FS^. FcDttS:feJ:O^V^/ctJ 

-i>. Tby wh a t J :7 ^-ib F^^/c^^nf#^ 

t^. ctiumn. i7^^T> h I Dccj:oriiSfj^nff 

mSX^K^W^ Tb y wh a t J ^^'^^ - ^t^j^^^ n 
60 raccessj:7^ F b^/c^Sn^5^>^. C 
tiiit. t^-^^tim^y='<ly^ h yOT^-fex-t- F^a 

mr^mm^^^ji^o m^commx. r^-fexs^o- 

4ti. ^n-€^n. 1^--^. J:tl5. ^ai. S/c^^^ 

[0 064] mmmmr^com^^fcummmmmLv 

X h^^^ii ^T-i)Silf^^506CDr^U y^9 4<Dmmt, 

xm^Mi^^ti^iB^^it. ctih(Dmmtm 1 3 tc^$ 

n-5:3>r=^^X F7 FcD— SPi oris^n^o ^ 
T^-bX$fJSP*MiJyx FcD-gPTr4>0f#^. ^;^c. {fffl 

ix-<;U7^»5r^-fexMt®yx h^mrtr*iS$nf#^ci 

:Bt^(rCa-tjj\^xmt^^m2{trj:(^fj:i.^f)\ ^/c. 



(13) 
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[0 0 3 b] nz^me^mmLx. r^-fe:^? 

m^ti^m^mfj:'f-^^m'rf'-^ya-mx$>^. 
)ixm^$tin^:^^^^~r. -T-^yu-mxh^o 

[0 5] m^^(omBm(^cm-^xn^^fDti^mi'f(D—^m 

[06] msmMy'\:i^:^(^c^^ti^mi'^(Ozy-^y:^ 

co—m^mTyti-mx^^^ 5i 



24 



* mi] mmmEy'o-\-:^i,c^tri^m'^<Diy-^:^:^ 

[09] n>7"=^^:^ h-r-f y :7'^:t:/>=^^ 
[010] 06CD:/n >y 8 0 t^cislrf^^M^Vri^cmM 

lyxmm^ri^. v'-^m^x:ty'i>:t.{p hcom^n^sr 
mx&^. 

10 [011] mB(Dytlyi^8 6lfC:i6li^^M^^^mn 

^-rmxh^o 

[012] meoyav^QOifCioi^i^^M^^imn 
[013] T^-fex§[jaiyx hJifj^^^-r^cDtcisffl 

So 

[014] rd7-fexy;^ h©J®*I|iJ:t^v=^ 

20 m'^o^mm] 

4 0 f'-f h y ^^-f T> h 
4 2 

44 f'^ h yit-^'? 

4 6 hn;l/r3>;}<-4^> h 

4 8 r^u^h y T^-fe;^r3>^*-4^> h 

5 0 P^mr^A h y-r-^-^-;^ 



03] 



62 



60 



[013] 



AuL FW8ve_ACX from imemai Oalabasa (G£a\titf6r%, 
COTtextDescriptor, Servsridarti^) 



(14) 
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[HI ] 




C15) 
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m2] 



IN 



4^ 





"a 




1 















CM 
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m4] 



[05] 



Cerfificate 2= StGhEDSKXJEMCE{ 

versksn [OIVlKSkin DB^UilJ 

MgoriOHVdOait ffier 



64 



SubjectPuUicKeytnfo) 



issue' 
va&fiy 

Verefon ;:= INTEGER {t988((^} 

Seriafr/umber B^TEGEfl 
VMdtry :5=SEQUEMCE{. 

noffiefwe UTOnme, 

notAftBf JTCTirne} 
Suti'ectPubGcKeyfnfb 5EQUBJCE{ 

BlgorBhm AtaoMdeAr 

AlgoriWdeniaier SEQUEHCE{ 

aigwfflra OBJECT IDEHTIFER 

ANYDERNED BYalfflrfftm 
OPTKm^ 



VetofioruDescriptor 


:= SEaUB4CE{ 


CBenSdentlty 


CertScate, 


Come3(fl>«criptor 


Context, 


SenrertdenSty 






[09] 



[H 1 0 ] 



Contect r^SBQUBICEl 
• vefsion 
to 



[OIViersKm DEFAULT 1995, 
UTCTine. 

OBJECT lE^NTlRm 
ANY DEFINED BY protocol 

opvcmL] 

IhfTEGER{ 1998(0) ) 



JssuaName - Veffficatfon_D8sciptor->Cfi^^ 
[sajerPut3ficK8/= :.*= SEQUENCE{ 

algoil&un AlgorfthmWertfifia- 

Key BrrSTRIMG} 
AlgoraWdentlfier ::=SEQUBICE{ 

aigoiiftm OBJECT IDENHRER 

param^ ANY DEFINED BY algorithm 
OPTIONAL) 



[SI 1 ] 



[HI 2] 



Ctenfittenfity SIGNED SEQUBICE{ 

lssoeiPiJcK0y= SEQUBlCEj 

atoonthm Algonffun&f&n^Ssr 
Key BfTSTRlNG) 

ATgorttimM^er SEQUENCE( 

algortBvB OBJECT IDEhTTinER 

parametera ANY DEFINH) BY al^ffilhm 
OPnONAL} 



aienSdwrtlty == Certificate 
CerSicateBevocaSonList ATTOIBUTE 

WITH ATTRIBUrE-SYNTAX Cwfificatdist 
AufliOfftyRewxaficmLBl r= ATTRIBUTE 

Vffffl ATfRIBUrE-SYNTAX Cwfficat^st 
CfffflcateUsl > SI(a*EDSEQUENCE{ 

signHtLTTB Algoff^tmid^Ttnier, 

issuer Nam e; _ 

bsttJpdatBUTUTBTJe, 

SGNH) ^QUENCE OF SEQUENCE! 



Issuef N^e, CertBcateSerialNumber sutject, 
revocaiionDale UTCTbtoJ 
OPnONAL) 
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me] 



^5 



60 



85 




90 




94 




77t^ •7*i>-,'7 76 '* 



i /V 



i07 

/V. 

— ► 
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m7] 





tvz fun 



Jc9 



(19) 
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[01 4] 



ACL^Rute SEQIEMCE{ 

towhal OBJECT IDEPfTlHB^, 

towhaUJarametes AMYOBRNHJBYtowhat 

opncm 

bywhat OBJECTIOEmiRm, 
b«rfiaLparam^ers ANY DBTNED BY bywhat 

OPTIONAL 
access INTHaffl} 
V«aon = WTEGER{199^0) J 



iji-^'. -:fA'l'VA 1 • • 6 
^r^'^:; • 10145. ^:/y^-i^3- 

>^r • ;^ h y - h . 701. t.'O -i-v- 

1001 

C72)^B^^ T > F U ^ - • X ^ 

io-r^'^ ' 1 ' 1 * i/^ • 6 

^ • • 10145. ^':/y • 

>^T • :^ H y - h . 701. - h • 

1001 



t)i-¥. y^ ' 1 • "OA 1 • >- 

. iT^v • 10145. ^':/y ' 

>^T-;^hy"-F. 701. 7.t)A- 

1001 

C72)ffe?^^ • ^ ^7 F y F 

tf'r^\ y-i ' 1 ' 1 — > 

v'^ — . /^•>':7 ^ * -fe > . fc' 

^ • .1^'*:; iJ?>?. • 10145. ^':/y ^ • 

i?r • ;^ h y - h . 701. x ^ ^ - 

1001 



A ' 6 



• 6 



